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The race started on July 2022 (SpaceX)

Latency of 40 MS or less Speeds of 200 Mbit+ Internet on a vessel

The rise of (fast) LEO connections





The result of improved connectivity 
is that people tend to connect more.

We ‘love’ to have everything 
connected to the Internet, 

but should we?

Videocalling will result in 
lower travel costs.

Better connectivity & more 
technology



Targeted 
cyber attacks

• W in d ows  1 0 ne xt  y ea r  EOL  - n o up d at es

“ I f  th e en em y  l eave s a  d o o r o p en ,  
y o u  m u st  ru s h  in . ”  

Su n  T z u

• M ar it im e  s ys te m s ar e of te n  E OL

• W it h co n ne ctio ns l ik e  h om e , i t 's  n o  
‘c h al leng e’  fo r  a n a t ta ck er t o ge t  in to  a  
v es sel.

• L im it ed  b u dg e ts  a va i l ab l e  a s IT  is  n ot  
p ar t  of  th e  o pe ra t io na l  c o st s

• M aj or it y of  c ur re n t a tt a ck s co m e s f ro m  
u se rs  o n bo ar d  th e  v es sel.  N ot  e xt e rn al . .  
y et !  







Rules and 
regulations

• A l l  ve s sels  l a r ge r th an  50 0 G T  

• B et te r  pr o te ct io n of  b ot h  IT  &  OT

• N o  gu id e l ines,  b ut  re g ul at io ns

• In v es ti ng  i n  IT  a nd  c yb e r i s  cr uc ia l

• Y ea r l y in sp e ct io ns  /  a ud it s

• C l a ss  c e rti f i cati on



Antivirus does 
not comply

Detailed plans on 
how to protect a 

vessel.

Annual surveys 
are mandatory 

(cyber drills)

Third party 
involvement is 

mandatory

Th e need to  in vest  in  so l i d  IT  a n d cy b er sec ur it y  so l ut io n s

Costs involved



WHICH 

SOLUTIONS ARE 

MANDATORY?

Costs involved
Th e n eed  to  in vest  in  so l i d  IT  a n d  
c yb ersec u ri ty  so lu ti on s

• E nd p oi nt  P ro te c ti on

• U TM

• N D R

• Vul nera b i l i ty M a na ge ment

• M F A 

• A war en e ss t ra in in g

• S OC



Why take action?

• T o av o id  l o ng e r p o rt  s ta ys  d u e t o  n et wo r k di sr up ti on

• In  t en d er s/  b id s  cu s to m er s ar e as k in g wh a t Y OU  ar e  d oi ng    
t o p r ot ec t  th e ir  da ta .  

• P ro te c tin g  y ou r co m p an y da ta  ( sc a nd a ls)

• R es p on sib le  fo r  cr ew da ta

• T o av o id  p ot en ti al  c l a im s

• Just because it is the right thing to do!
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